
CERM-P                                                                                                                   28 March 1999

MEMORANDUM FOR COMMANDERS/DIRECTORS, ALL MAJOR
SUBORDINATE COMMANDS, FIELD OPERATING
ACTIVITIES AND LABORATORIES

SUBJECT:  Controls on Locally Developed SQL (Standard Query Language) Scripts

1.  Reference:  CERM-A Memorandum dated 12 April 1996, subject:  CEFMS Data Base
Update Policy, and CEFC-ZA Memorandum dated 7 January 1997, same subject, copies of
which are at enclosure 1.

2.  Referenced memoranda identified weaknesses in control of  SQL scripts used to change data
in CEFMS tables and provided policy and guidance to correct the problems.  Audits conducted
by the US Army Audit Agency (AAA) during FY 1998 revealed that field offices were not
complying with the guidance in a consistent manner.  AAA maintains that current practices
could lead to corruption of data and do not provide an audit trail.  Specific practices which were
identified by AAA as deficient are as follows:

    a.  Too many employees have permission to develop, test, or execute scripts.

    b.  A single individual may develop, test, approve and execute the same script (inadequate
separation of power).

    c.  Documentation is inadequate.

    d.  Scripts, output files and documentation are not retained, or are not stored in a single
location.

    e.  There is no method of distinguishing Finance Center scripts from locally developed scripts.

3.  System update, for purposes of this memorandum, is defined as a change to data stored in
CEFMS.  A script is defined as a written collection of SQL statements which modifies CEFMS
data other than by use of CEFMS screens.  The referenced policy remains in effect and the
following policy statement reiterates and enhances the guidance provided in referenced
memoranda.  Commanders will immediately take steps to insure that:

    a.  CEFMS production data bases WILL NOT  be updated via SQL without a tested script.

    b.  A limited number of qualified users are allowed to develop, test and execute scripts.  Each
CEFMS production site should designate a minimum of two individuals who are authorized to
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execute scripts that change/modify the data base.   These responsibilities should be separated to
the degree that is practical.  In no case should the same employee develop and approve a script.
The individuals who develop, test, execute and approve scripts should be designated in writing
by a level of management equal to the location’s Finance and Accounting Officer (sample letters
of designation are at enclosure 2).

    c.  Scripts which update CEFMS data bases will be documented to include the reason the
script is required, tables being updated, CEFMS responsible employee (who reviewed the script
and its output) as well as the date the script was run and the POC at the production site.  A log
file is to be maintained for all scripts executed (run) at production sites.  The required
documentation, script and output files should be saved and stored in a specific directory or
control log and retained as an audit trail.  When practical there should be  a “spool” command in
the script to provide a record of output data.

    d.  The local activity will devise and use a documented method of distinguishing Finance
Center scripts from locally developed scripts (e.g.,  using a specific identifier as part of the
filename).

    e.  All scripts will be executed (tested) at the production data base and rolled back.  Output
will be reviewed and evaluated to ensure the scripts will produce the desired result.

    f.  Each production site should issue written guidance on documentation, testing, roll backs,
etc.  to ensure data base integrity and reduce data base problems/imbalances caused by SQL
updates and scripts originating at the production sites.

    g.  Each site should perform periodic reviews and trend analysis on scripts to determine
whether there are systemic problems which should be referred to the Finance Center.

4.  The Director, USACE Finance Center will take steps to insure that scripts developed for field
execution are reviewed annually and analyzed to identify  trends and systemic problems which
should be addressed at the corporate level.

FOR THE COMMANDER:

                                                                                                   /s/
Encl STEPHEN COAKLEY
as Deputy Chief of Staff,

     Resource Management

CF:
District Commanders
CEIG







Encl 2

CEXX-RM-F date

MEMORANDUM FOR CEXX-RM-X

SUBJECT:  Duty Appointment (Finance and Accounting – Data Manager)

AUTHORITY:  Memorandum, CERM-ZA, XX Mar 99, CEFMS Data Base Update
Policy

1.  Effective immediately you are authorized to perform and responsible for performing the
following:

a.  Execute (process) scripts for XX CEFMS production data base.

b.  Develop local scripts and ensure scripts are documented with comment lines, to
include name of requester, writer, and the purpose.

c.  Ensure that the CEFMS production data base will not be updated via SQL scripts
without being tested and rolled back.

d.  Establish and maintain a control log of SQL scripts to include: originator (i.e., local or
CEMFS Development Team), reason the script is required, tables being updated, responsible
employee, CDT point of contact, and date script processed.

e.  All output will be reviewed  and evaluated to ensure the test scripts will produce the
desired result.

2.  For periods:  Indefinite or until revoked by Finance and Accounting Officer.

                                           Finance and Accounting Officer
______________________________________________________________________

FROM:
TO:  Finance and Accounting Officer

1.  I hereby accept the above appointment and agree to hold myself accountable to the Finance
and Accounting Officer.

2.  I fully understand the additional duties and responsibilities appointed me.

Date:__________                  Signature:______________________________________
Finance and Accounting Data Manager



Encl 2

CEXX-RM-F date

MEMORANDUM FOR CEXX-IM-X

SUBJECT:  Duty Appointment (Information Management – Data Base Administrator)

AUTHORITY:  Memorandum, CERM-ZA, XX Mar 99, CEFMS Data Base Update
Policy

1.  Effective immediately you are authorized to perform and responsible for performing the
following:

a.  Execute (process) scripts for XX CEFMS production data base.

b. Maintain an oracle file directory containing all scripts modifying the XX CFEMS
production data base.

c.  Ensure that the CEFMS production data base will not be updated via SQL scripts
without a test script.

d. Serve Information Management as expert point of contact for XX to execute SQL
scripts.

2.  For period:  Indefinite or until revoked by Finance and Accounting Officer.

                                           Finance and Accounting Officer
______________________________________________________________________

FROM:
TO:  Finance and Accounting Officer

1.  I hereby accept the above appointment and agree to hold myself accountable to the Finance
and Accounting Officer.

2.  I fully understand the additional duties and responsibilities appointed me.

Date:__________                  Signature:______________________________________
Information Management
Data Base Administrator



Encl 2

CEXX-RM-F date

MEMORANDUM FOR CEXX

SUBJECT:  Duty Appointment

AUTHORITY:  Memorandum, CERM-ZA, XX Mar 99, CEFMS Data Base Update
Policy

1.  Effective immediately you are authorized to approve and responsible for approving all SQL
scripts developed to change CEFMS data.

                                           Finance and Accounting Officer
______________________________________________________________________

FROM:
TO:  Finance and Accounting Officer

1.  I hereby accept the above appointment and agree to hold myself accountable to the Finance
and Accounting Officer.

2.  I fully understand the additional duties and responsibilities appointed me.

Date:__________                  Signature:______________________________________
Information Management
Data Base Administrator


